


Getting Disaster Recovery Right

These questions are aimed at understanding the organization's requirements and then layering IT's capabilities in to
support the business. Organizations must review their risks and then develop options to mitigate continuity risks.

For details, there are many resources on the Web that have been quietly evolving. There is a wealth of recommend-
ed practices out there to aid in your planning, including recommendations in ITIL and ISO 17799. Furthermore, dis-
cuss matters with your team and industry association to get started.

There are many avenues to consider. Groups that haven't dusted off their disaster recovery and business continuity
plans since Y2K should get them out and run through them, thinking about the disasters most likely to strike. The
scenarios should be detailed enough that responses are gauged, corrective actions defined and investments
approved.

Organizations can't take their responses for granted. If they do, they might be faced with the day when planning
would have made the difference between being in or out of business.

Proving Your Disaster Recovery Plan Works

There is an increasing emphasis by top management and government regulators on asking disaster planners to
demonstrate that their plans will actually work.

For an organization with even a limited amount of complexity this "show me" requirement can seem overwhelming --
in terms of cost, disruption, and time expended. However, by dividing the task into four levels of increasing difficulty,
it is possible to meet that requirement while minimizing disruption.

Basically, there are four kinds of tests available for a contingency or disaster recovery plan: 1) the blink test; 2) audit
assessments and structured walk-throughs by "independent experts"; 3) component tests; and 4) "pull-the-plug”
exercises.

Blink Test

This is often linked with the disaster recovery training cycle. Each task within the plan is first assigned to a specified
employee who is then asked to sign a statement saying that they have read and understood the plan as it applies to
them and that they are able to carry out their assigned roles within the plan, noting any limitations they may have in
carrying them out.

At that point, we've discovered that people begin to speak up and say, "Wait a minute. I'm not authorized for that,"
or "I don't retain that information," or even "I have family commitments that preclude that." The response has to be,
"What do we change in the plan to get you to sign the statement?"

Audit Assessments/Structured Walk-Throughs

Both internal and external experts next review the plan. Internal experts can include personnel from outside depart-
ments who are familiar with how the areas under evaluation operate. These employees are asked to walk through
the various scenarios covered by the plan and to provide independent comments, based on their expertise and
familiarity with the daily ebb and flow of the specific operations.

To obtain reviews from external experts, representatives of the planning team should be participating in, and to the
extent possible, presenting their plan components at region-wide contingency management organizations such as
NEDRIX (New England Disaster Recovery Information Exchange), the Business Recovery Managers Association in
California, the Business Continuity Planners Association in the Midwest, or others.

Component Tests
Disaster recovery plans involve many components that can be tested independently. Of course, when the disaster
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strikes, these components must all work together, but if independent components can be shown to work by them-
selves, they can be counted on to do their part when the crisis occurs.

Among the specific components that can be independently tested are the recovery and re-installation of backup
files; after-hours emergency notification of employees and suppliers; emergency generator operation; and building
evacuation procedures.

Component testing also includes simulating a disaster at a single site for organizations that have many locations. By
taking one small office offline or relocating it temporarily to its backup site, the department could flush out many
problem areas in the transition from normal to crisis-mode and back to normal again. Later on, the plan could be
further tested at larger offices.

"Pull-the-Plug" Exercises

Finally, it is necessary to resolve the question of whether or not all the various plan components can actually work
together when they have to. This basically requires a "pull-the-plug" test, in which the entire organization is taken
down and then re-opened and operated at alternate sites.

For most organizations, this is simply too disruptive to actually carry out. However, real life often intervenes to make
it happen anyway. In those cases, when a mini-disaster happens, planners need to document the events in detail as
if it were a test so that afterwards they can assess the following issues:

e Exactly what happened to cause the crisis

* \What damages occurred as the crisis unfolded, following the causing event

¢ \What had been the planned responses to the situation

* \What actions were actually taken by the personnel affected and the responding personnel

¢ With the benefit of hindsight, what should have been the responses of the personnel affected and the respond-
ing personnel

¢ \What was learned for the future - what worked and what didn't

® How should the disaster plan be modified

* How should the disaster plan modifications be communicated to all personnel

It is crucial to remember that this testing process is always a work in progress. It needs to be repeated on a regular,
ongoing basis, with continual documentation and feedback to all involved.

Disaster Recovery vs. Business Continuity

Many IT departments think disaster recovery (DR) and business continuity (BC) are the same thing. As a result, they
tend to take a largely technology focus on the subjects.

And that's a problem, according to Michael Croy, director of business continuity at Forsythe Technology Inc., a
Chicago-based IT consultancy and infrastructure firm specializing in business continuity and risk management.

"Many people are still confused by the terms DR and BGC," says Croy. "It is critically important that the DR plan is
based on a solid BC plan that has taken into account the reality of the business requirements for recovery. If the DR
plan cannot meet the requirements of the business units, it is of no value."

Croy says business continuity plans touch all functions of a business -- from personnel to facilities to IT. In terms of a
hierarchical view, business continuity is at the top. Below it is the disaster recovery plan. And under that come tech-
nologies, such as enterprise backup, recovery, and restoration.

But true disaster recovery extends much more broadly than back-up processes by using mirrored sites and replicat-
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Expeditious recovery in the event of a disaster that
impacts the processing and access of business critical
data and financial systems should be the top priority of
any organization. Furthermore, this is a never-ending
priority project, because as our IT systems evolve and
grow, our recovery plans must keep pace.

The first step any reasonably sized company should
take is to take create a full-time Disaster Recovery
Manager position. This position should be filled by a
seasoned IT veteran and report directly to the CIO as
well as having an open door to the CEO and senior
business operations executives. A Disaster Recovery
Manager that meets this criterion and has the ear of the
higher-ups will be sure to develop and maintain an air-
tight recovery plan for the business.

The next step is to identify a steering team of business
process owners and information technology infrastruc-
ture and system owners. This team, based on the direc-
tion of business operations, will determine what sys-
tems and in what order they will be recovered in the
event of a catastrophe.

Now the grunt work begins, and depending on the size
of the business and the magnitude of the information
technology systems, the planning will require a tremen-
dous amount of foresight, investigation, and documen-
tation. Most businesses have gravitated away from sin-
gle mainframe processing to client/server and distrib-
uted systems architectures. This being the case, a myri-
ad of system and hardware dependencies must be doc-
umented and accounted for in any disaster recovery
plan.

By this time, the application support and infrastructure
teams should have determined what applications and
hardware platforms must be recovered as well as the
network connectivity to those platforms. Now is the
time to determine where the recovery will occur.
Depending on the size of the company, this could be
another company-owned data center at another loca-
tion. However, in most cases, a third-party company
that specializes in disaster recovery must be contracted
with.

--Jerry Hodgen, Enterprise IT Planet

ed data to respond to an event. Similarly, business continuity
goes well beyond disaster recovery by encompassing every
aspect of company operations that could be impacted by a situa-
tion. Human resources, power supply maintenance or backup,
transportation, food, health, and safety issues all fall within busi-
ness continuity.

The IT department with its disaster recovery plan is one element
of a larger business continuity scenario.

John Glenn, a certified business continuity planner based in
Clearwater, Fla., agrees that IT administrators need to take a
wider view.

"Most people, especially MIS/IT folks, think BC is just a new
name for DR," says Glenn. "The difference is that DR for IT focus-
es solely on [T, and what IT perceives as the business unit's
requirements. BC, on the other hand, should focus on the busi-
ness units and, by extension, all the resources required by the
business unit."

Industry observers say it's clear that disaster recovery is one ele-
ment of business continuity. While IT is junior to BC as a whole,
the IT organization plays a central role in business continuity.

“It's a big mistake to think the IT department is the only depart-
ment needed to develop, test, and recover the business," says
Gartner analyst Roberta Witty. "It is advisable to form a business
continuity program with a dedicated team of people with a senior
management sponsor."

IT, though, would provide one representative to the core BC com-
mittee.

According to Witty, the committee would be comprised of any-
where from two to five members, depending on the size of the
organization. This group would take a wide view of potential dis-
asters.

For example, consider employee health and welfare during an
event. In a regional outage, you can't expect personnel to show
up for business recovery if they are having serious problems at
home related to the event. You must support them and help
employees be better prepared at home for disastrous events. The
American Red Cross, she says, can be brought in for this kind of
training and awareness building.

Michael Gruth, head of system and network support at Deutsche
Borse AG, the German exchange for stocks and derivates, says
the IT staff tends to find it easier to relate to the hardware, soft-
ware, and networking components of DR. He has assembled an
Alphaserver/OpenVMS cluster over two sites 5 km apart. In the
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process, he discovered there is a lot more to DR than additional Alphas and switches.

"Do not forget things like having an office at your mirror site for remote management," says Gruth. "Also, don't for-
get the human factor. While it may sound harsh to think about having additional employees to recommence busi-
ness in the event of a tragedy, this is the reality we live in since 9/11."

To help IT come to terms with a broader scope than disaster recovery, some IT organizations are dropping the term
in favor of business continuity.

"We have gotten away from the term 'DR' as it assumes the facility is not available," says Jeff Russell, CIO of The
Members Group, an lowa-based company that provides card processing and mortgage services to credit unions.
"BC, on the other hand, deals with how we continue despite business interruption.”

State-of-the-Art Pencils

Disaster recovery projects can easily run aground or fail to be funded if they are done in isolation. Glenn says it is
essential to begin every initiative from the business continuity perspective in order to give technology its correct busi-
ness context.

"Every organization | know about puts BC/DR under the IT umbrella," says Glenn. "My preference is to put BC -- of
which DR is a subset -- under the CFO, CEO, COQ... someone with some real clout."

To make his point about business continuity not being a matter of technology, Glenn enters the debate about what
is the best platform for disaster recovery, or what technological elements are most critical. Should you use
OpenVMS or UNIX, mirroring or disk-to-disk backup, SAN or NAS, or all of them? Glenn cuts through the complexi-
ty and vendor hype with a simple answer.

"My number one DR or BC technology is pencil and paper,' he says. ''Seriously, it's not about platforms or tech-
nologies."

This content was adapted from internet.com's ServerWatch and Enterprise IT Planet Web sites, and EarthWeb's
Enterprise Storage Forum Web site. Contributors: Drew Robb, Steven Lewis, and George Spafford. Copyright 2006
Jupitermedia Corp.

JupiterWeb eBooks bring together the best in technical information, ideas and coverage of important IT trends
that help technology professionals build their knowledge and shape the future of their IT organizations. For more
information and resources on storage, visit any of our category-leading sites:

www.Enteprisestorageforum.com
www.internetnews.com/storage
www.linuxtoday.com/storage
www.databasejournal.com
http://news.earthweb.com/storage
www.internet.com/sections/it/

For the latest live and on-demand Webcasts on storage, visit: www.jupiterwebcasts.com/storage/
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